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Forgery Detection

+ Detect Manipulation and Forgery
of PDF Files and Images

- Payslips

- Bank Statements
- POs & Invoices

- KYC Documents

Risk, Fraud & AML

for

Fraud Detection

- Anti-Money Laundering
- Online & Consumer Lending
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Resistant Documents

Unknown Document

Trusted

We have
significant
evidence in favour
of document
being authentic
and unmodified.

Normal

We don't vouch for
document
authenticity, but
can see no
evidence of
modification or
editing.

Warning

The document The document
presents signs of shows signs of

modification or tampering with
origin inconsistent fraudulent intent.

with past practice.
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Assessment

BANK STATEMENT - INNOVATION JAM - ALTER... ><

NATIONAL WESTMINSTER BANK PLC 6/22/2020, 5:13:39 PM —
ctions ¥

Manual Inspection Recommended

6/24/2020,12:58:13 PM

RISK INDICATORS

Evidence of changes guides verification & NatWest Stotement e
PDF was modified @ show in document ST AsEea - “E‘MW""
This document was produced in several versions. This version P
of the document differs from the original. 10 SCU TR STREET Paid out
o o o L-,‘:c,‘-f‘ Paid in
For easier inspection ow Baarce

LUKE MRJOHNMANZONI
J MRJOHNMANZONI
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Edited using editor @ show in document - cruae o == e

False Alarms reduced by better reasoning

This document contains tags used by PDF editors, which
indicate modifications of the document.

Contains fonts from both Windows and Mac 0S ®
show in document

This documents contains fonts from both Windows and Mac
operating systems, this may indicate that the document was

modified on a different operating system than it was originally
created.

Modification's traces confirm
the attacker’'s approach

Contains PDF Expert comments in PDF data

This document contains traces of modifications introduced by
PDF Expert editor.




Reliable Content Bank Statements
Extraction -y

Highly accurate OCR
targeting security-critical
document fields

Souhmné informace

................

Optimised for high
precision, NO low-

confldence guesses ID Cards

BELGIE BELGIQUE BELGIEN BELGIUM
aart Carte E E Karte E Card

- Adversarial Robustness
thanks to diversity of pre-
processing algorithms




Resistant Transactions

In-Line
Blocking i/

Protected System

O © Results

- @ False Positive Removed

Attack Prevented Additional Attack Detected

We find attacks by reasoning about each transaction in the context of similar transactions.
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Features:

2019-03-24

Basket
Price: 25 EUR

Type: Food

Detecting Account Takeovers

Wiy 000 &—-a WU-

Previous Baskets Time series ldentity Change Device Change

2019-04-01 2079-05-01 2019-05-27 2079-05-31 2079-06-01

Basket Basket Basket

Basket Basket

Price: 31 EUR Price: 65 EUR Price: 82 EUR
Type: Food Type: Shoes Type: Clothes

Price: 11 EUR Price: 24 EUR
Type: Food Type: Food

Delivery Address Changed
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Single Attacker

Generated ldentities

2019-05-22 2019-05-23 2019-05-28 2019-05-29 2019-05-29 2079-05-30
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iPhone iIPhone iPhone iPhone iPhone iPhone
Mobile/15E148 Mobile/15E148 Mobile/15E148 Mobile/15E148 Mobile/15E148 Mobile/15E148
Jane Doe John Smith Joe Black Richard Roe Jack Williams James White
Cell Phone Gift Voucher Cell Phone Gift Voucher Gift Voucher Gift Voucher
: 69 EUR 80 EUR 69 EUR 80 EUR 80 EUR 80 EUR i
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Reduction of False Positives

Buying Flowers for Valentine's Day Online Food Store Fraud
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Customer Outcome

of fraud incidents auto-prevented before approval
of previously "non-fraud defaults” identified as fraud
alert volume reduction for fraud team

Better robustness against new attacks

Improved risk scoring thanks to cleaner data
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RESISTANT.AI

Prague & Brussels

sales@resistant.ai, +420 737 113 153
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